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REPORT SUMMARY 

The Human Resources Department (HRD) has implemented a criminal 
background investigations (CBIs) process and conducts testing of certain City 
employees.  We found indications that the CBI program may need to be 
expanded.  However, departments are not identifying all employees who 
currently require a CBI and HRD has not established adequate oversight and 
monitoring of the CBI program.  In addition, HRD does not have an adequate 
process to determine which City employees should receive CBIs, and CBIs are 
not consistently conducted to ensure that the public, job applicants, City 
employees, City assets, and the City’s reputation are effectively safeguarded. 
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BACKGROUND 

On October 16, 2008, the Austin City Council joined a movement adopted by several cities 
throughout the United States by passing Resolution 20081016-012 to “ban the box” which no longer 
requires disclosure of past criminal history during the initial job application process for certain job 
positions in the City.  This initiative expanded the opportunity for qualified job applicants to be 
considered for a job during the early stages of the hiring process by delaying any inquiry into 
criminal background.  However, the City’s procedures for full criminal background investigations for 
certain categories of jobs continued. 
 
The mission of the Human Resources Department (HRD) is to attract, engage, develop, support, and 
retain the best workforce in the country to serve our community.  This includes conducting criminal 
background investigations (CBIs) on select City employees.  CBIs are performed by two employees 
within the Employment Services division of HRD.   
 
Currently, HRD conducts CBIs on two groups of employees – those that have financial 
responsibilities1 and those that work with vulnerable populations (i.e. children and the elderly).  In 
Fiscal Year (FY) 2012, HRD reported conducting 6,535 CBIs on the City workforce.  While HRD 
administers CBIs for the majority of the City departments, some departments administer their own 
CBI programs and there is variability in the way each department processes CBIs.  Departments 
administering their own CBI programs do not report the results of such investigations to HRD.  
 

OBJECTIVE, SCOPE, AND METHODOLOGY  
 

The Fitness for Duty: Criminal Background Investigations Audit was conducted as part of the Office 
of the City Auditor’s (OCA) FY 2013 Strategic Audit Plan, as presented to City Council Audit and 
Finance Committee.    
 
Objective 

The objective of this audit was to evaluate HRD’s management of the fitness for duty program to 
determine if there is reasonable assurance that CBIs are conducted effectively and in accordance 
with laws, regulations, and best practices.   
 
Scope 

The scope of this audit included a review of HRD-conducted CBIs occurring between October 1, 2010 
and March 31, 2013.   
 
Methodology 

To accomplish the audit objectives, the audit team: 
 Researched industry standards, best practices, laws and regulations, and HRD policies and 

procedures relating to the conduct of CBIs 
 Conducted interviews with staff in HRD and other City departments that administer CBIs 
 Obtained and analyzed documentation in manual and electronic format 

                                                 
1
 Financial responsibilities include but are not limited to: handling cash, recording bank deposit slips, making deposits, 

using City credit cards, payroll timekeeping, signing checks, overseeing and distributing grant funds, and approving system 
users.   



  

Office of the City Auditor  2 Fitness for Duty: Criminal Background 

  Investigations Audit, September 2013 

 Conferred with HRD to identify job titles that should be subject to CBIs 
 Selected and tested a judgmental sample of 92 employees 
 Evaluated risks related to information technology and fraud, waste, and abuse relevant to the 

audit objective 
 Conducted benchmarking interviews with eight comparable entities regarding their respective 

CBI programs (entities were selected based on: HRD management feedback, population size, 
type of government, median family income, size of workforce, and municipal civil service status) 
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AUDIT RESULTS 

The Human Resources Department (HRD) has a criminal background investigations (CBIs) process in 
place and CBIs are being conducted on City employees.  However, that process is limited to 
employees that have financial responsibilities and work with vulnerable populations.  A survey of 
comparable entities and department management indicate that CBI testing may need to be 
expanded.  In addition, HRD has not established adequate oversight and monitoring of the CBI 
program, departments are not identifying all employees who currently require a CBI, and CBIs are 
not consistently conducted to ensure that the public, job applicants, City employees, City assets, and 
the City’s reputation are effectively safeguarded. 

  

Finding 1: HRD does not have an adequate process to determine which City employees 
should receive CBIs. 

Texas Government Code Section 411.129 allows, but does not mandate, the City of Austin to obtain 
and review criminal history records for municipal employment purposes.  The City of Austin has 
established Procedures and Guidelines for Conducting a Criminal Background Investigation, General 
Guidelines for Centralized Process (General Guidelines) to “establish a protocol for identifying City of 
Austin positions for which adverse criminal histories create risk to the City.”  These Guidelines also 
note that “CBIs will be centrally-administered by HRD/CBI, under the authority of the HRD Director 
or designee.”   
 
We surveyed eight comparable entities2 and all reported that they conduct CBIs on their entire 
workforce as part of the selection process.  Additionally, four of the comparable entities routinely 
conduct CBIs on their existing workforce (either on a random sampling basis, in response to 
indications of criminal activity, or on all individuals within certain positions).  
 
We found that HRD does have a CBI process in place and CBIs are being conducted on City 
employees.  This process is limited to two categories of employees, those that:  (1) have financial 
responsibilities and (2) work with vulnerable populations.  However, HRD does not determine which 
City employees need a CBI.  Rather, HRD relies on representatives in City departments to self-report 
employees that need to have a CBI.  Also, that determination is made by job task, not job 
description, and HRD does not maintain a complete list of which City employees need a CBI. 
 
Our testing found that not all employees who need to have a CBI are being identified by the 
departments and HRD does not conduct monitoring of the department lists for completeness or to 
ensure that employees in similar positions across the City are treated in a consistent manner related 
to CBI testing.  For example, Administrative Specialists in the Parks and Recreation Department 
often receive CBIs while Administrative Specialists in the Planning and Development Review 
Department usually do not.  
 
Also, HRD is not the only department in the City that conducts CBI testing.  HRD administers CBI 
testing for the majority of the City departments, but some departments conduct CBI testing outside 
of the HRD process.  Some of those departments conduct CBIs in-house while others utilize a third-

                                                 
2
 Auditors defined the following entities as comparable: (1) Dallas, TX, (2) El Paso, TX, (3) Fort Worth, TX, (4) Houston, TX, 

(5) Maricopa County, AZ, (6) San Antonio, TX, (7) San Diego, CA, and (8) San Francisco, CA.   Entities were selected based 
on: HRD management feedback, population size, type of government, median family income, size of workforce, and 
municipal civil service status.   
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party vendor to conduct the testing.  In addition, some employees are hired through recruiting 
organizations.  We found that these employees do not consistently receive CBIs due to 
misunderstandings between HRD and City departments regarding who is responsible for conducting 
these CBIs.  The multiple CBI programs as well as lack of clarity related to roles and responsibilities 
has created gaps in the process.   
 
In addition, many City employees have direct and indirect access to fungible assets, confidential 
information, or critical information systems.  Other employees may work in close proximity, 
although not directly, to vulnerable populations.  However, not all of these employees are subject to 
a CBI under the current process.  We spoke with management in multiple City departments who 
stated that such employees should be subject to the CBI process.   
 
The CBI process within the City of Austin appears to have been developed incrementally over time.  
However, this has resulted in a complex and difficult-to-manage CBI program and we did not see 
evidence that the program is periodically reviewed and assessed for effectiveness.  Without an 
effective and efficient process to administer the CBI process, the City may be exposing the public, 
job applicants, its employees, its assets, and its reputation to significant risk. 

 

Finding 2: Newly-hired and transferred employees do not consistently receive CBIs when 
needed. 

According to the General Guidelines, “a CBI is required for any personnel action involving CBI-
sensitive positions, including new hires and transfers” and the CBI must be completed prior to the 
effective date of the personnel action involving a CBI-sensitive position.  The General Guidelines 
apply to non-civil service employees in CBI-sensitive positions, which include executive-level 
employees.  The General Guidelines also state that “each individual in a CBI-sensitive position must 
have a new CBI to confirm that the individual continues to remain eligible for the position.”   
 
As noted, HRD does not maintain a complete list of which City employees need a CBI, but did 
identify job titles that had previously received a CBI.  From that list, we identified employees that 
should have received a CBI and conducted testing of newly-hired and transferred employees during 
our scope period.   
 
We tested a sample of 30 newly-hired employees (15 hired into positions involving financial 
responsibilities and 15 hired into positions involving vulnerable populations)3.  Results are 
summarized in Exhibit 1.  

  

                                                 
3
 This review did not include tests of CBIs conducted by other City departments.   
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EXHIBIT 1 
CBIs on Newly-Hired Employees 

 Employee has financial 
responsibility 

Employee works with 
vulnerable populations 

CBI properly conducted 11 of 15 (73%) 15 of 15 (100%) 

CBI not conducted or conducted late 4 of 15 (27%)4 0 of 15 (0%)5 
SOURCE:  OCA analysis of CBIs conducted on newly-hired employees, August 2013 

 
We also tested 62 instances in which people transferred into positions requiring a CBI for evidence 
that the CBI occurred at transfer and on a recurring basis as needed (34 for positions involving 
financial responsibilities and 28 for positions involving vulnerable populations).  Overall, we found 
10 of 62 (16%) instances with a documentation deficiency.  Examples include evidence of a CBI in 
the paper file but not in the electronic system and vice versa, indications of HRD reviewing detected 
criminal backgrounds but not documenting conclusions on whether criminal activity precludes the 
employee from City employment, inconsistent information in paper documents (i.e. different 
birthdates or social security numbers for the same person), and searches identifying criminal history 
for the wrong person. 
 
Also, 30 of the 34 (88%) employees tested with financial responsibilities had at least one of the five 
issues listed in Exhibit 2 below.  All 28 (100%) employees tested who work with vulnerable 
populations had at least one of the five issues listed below.   
 

EXHIBIT 2 
CBIs on Transferred Employees6 

 
Employee has financial 

responsibility 
Employee works with 

vulnerable populations 

Employee never received a CBI  3 of 34 (9%) 1 of 28 (4%) 

At time of Transfer: CBI was not conducted 19 of 34 (56%) 15 of 28 (54%) 

At time of Transfer: CBI was conducted late 5 of 34 (15%) 4 of 28 (14%) 

Recurring: CBI was not conducted 10 of 34 (29%) 12 of 28 (43%) 

Recurring: CBI was conducted late 10 of 34 (29%) 18 of 28 (64%) 

 SOURCE:  OCA analysis of CBIs conducted on transferred employees, August 2013 

 
We also noted that executive-level employees were not consistently tested during our scope period.  
During the course of our audit, HRD reported that CBIs for some of the executive-level employees 
had been conducted. 
 
Also during the course of our audit, we noted inconsistent information in an employee file and 
referred that information to the City Auditor’s Integrity Unit for review. 

                                                 
4
 For employees with financial responsibilities, two CBIs were not conducted and two CBIs were conducted late.  The late 
CBIs were conducted two and seven days after the employee hire date, respectively. 

5
 We noted CBI documentation in HRD files for 14 of 15 employees who work with vulnerable populations.  CBI 
documentation for the remaining employee in our sample was verified in Building Services Department files. 

6
 Included in our sample of 62 employees, 10 transferred to Austin Energy.  HRD staff reported that financial and 
vulnerable population CBIs were not conducted at Austin Energy before March 2012. 
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Our testing indicates that not all employees who need CBIs are receiving them and CBIs that are 
performed are not completed in a timely manner.  HRD does not consistently follow established CBI 
procedures and guidelines related to conducting CBIs on City employees.  Therefore, the City faces 
increased risk that people with inappropriate backgrounds may be working in positions with 
financial responsibilities or that involve vulnerable populations.  Also, executive-level employees are 
entrusted to manage the people’s business and act as the public face of their departments.  Gaps in 
the CBI process may place the safety of the public, job applicants, City employees, City assets, and 
the City’s reputation at risk.     

 
Finding 3: HRD management has not established adequate oversight and monitoring of 
the CBI program.  

As noted, the General Guidelines state that CBIs will be centrally-administered by HRD, under the 
authority of the HRD Director or designee.  It further states that HRD should maintain the integrity 
of the CBI process and documents and that HRD should periodically review the CBI database to 
ensure accurate entry of information.7   
 
In the HR Employment Services Division, there are two employees who review, process, and manage 
the CBIs for the CBI-sensitive positions in their assigned departments.  Each employee has been 
assigned mutually exclusive departments and does not review the other employee’s work.  HRD 
management‘s review of the processing of CBIs is limited to instances in which criminal activity is 
detected.  Since the processing of CBIs for each department is performed by one person, there is 
risk that CBIs could be improperly or inaccurately processed and, with no supervisory review of 
successful CBIs, this situation may be undetected by management.    

 
RECOMMENDATIONS 
 

The recommendations listed below are a result of our audit effort and subject to the limitation of 
our scope of work. We believe that these recommendations provide reasonable approaches to help 
resolve the issues identified. We also believe that operational management is in a unique position to 
best understand their operations and may be able to identify more efficient and effective 
approaches and we encourage them to do so when providing their response to our 
recommendations.  As such, we strongly recommend the following:  

 
1. The HRD Director should develop, implement, and monitor a plan to address deficiencies in 

the CBI process to ensure that a complete list of City employees needing CBIs is created and 
maintained and all required CBIs are conducted and completed in a timely manner.   
 

MANAGEMENT RESPONSE:   Concur.   Refer to Appendix A for management response and action 
plan.    
 
 

                                                 
7
 The Committee of Sponsoring Organizations (COSO) is recognized for establishing best practices and a generally accepted 

framework for addressing risk in organizations in the United States.  According to COSO, management must design and 
implement internal controls to adequately mitigate risk to the organization.  Furthermore, controls should be monitored to 
assure they are working as designed and executive management is responsible for the oversight of strategically key 
functions within their purview even if portions of the process are delegated to others. 
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2. The HRD Director should establish a senior management team, including but not limited to, 
representatives from the City Manager’s Office, the Law Department, and HRD management 
to ensure that the CBI program effectively safeguards the public, job applicants, City 
employees, City assets, and the City’s reputation.  This team should address City policy to 
define which employees are subject to CBIs and how often employees should be reviewed. 
 

MANAGEMENT RESPONSE:   Concur.   Refer to Appendix A for management response and action 
plan. 
 
3. The HRD Director should establish and lead a team, including but not limited to, 

representatives from HRD management, the Law Department, and the employee’s 
department to review exceptions in CBI results and determine eligibility for hire or continued 
employment in the CBI-sensitive area.  

 
MANAGEMENT RESPONSE:   Concur.   Refer to Appendix A for management response and action 
plan.    
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MANAGEMENT RESPONSE 
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ACTION PLAN 
 
Fitness for Duty: Criminal Background Investigations Audit 

 

Recommendation 
Concurrence and Proposed Strategies 

for Implementation 
Status of 

Strategies 

Proposed 
Implementation 

Date 
1.  The HRD Director 

should develop, 
implement, and 
monitor a plan to 
address deficiencies in 
the CBI process to 
ensure that a complete 
list of City employees 
needing CBIs is created 
and maintained and all 
required CBIs are 
conducted and 
completed in a timely 
manner.   

 

Concur 
 

a. Develop a plan to reduce the 
dependence on departments to self 
report.  HRD will inventory all job 
titles that have been CBI’d in the past 
two years to determine if those will 
continue to need CBIs.  That list will 
be used as the default, and any 
personnel actions in those job titles 
will be considered as needing CBIs 
unless specifically identified 
otherwise.  

b. Initiate new processes to monitor and 
take necessary actions to ensure all 
required CBIs are conducted and 
completed in a timely manner.  

c. Minimize dependence on lengthy 
turnaround time of National FBI 
checks by simultaneously using 
statewide DPS check results when 
applicants have both out-of-state and 
limited time with in-state residency.  

d. Review reports every pay period to 
ensure that CBIs were conducted on 
personnel actions that required a CBI.  

e. Increase HRD oversight to ensure that 
all stakeholders understand the 
importance of requirements and have 
adequate tools to comply with 
requests.  

 
 
Underway 
 
 
 
 
 
 
 
 
 
 
Planned 
 
 
 
Planned 
 
 
 
 
 
Planned 
 
 
Planned 
 

 
 
Dec. 2013 
 
 
 
 
 
 
 
 
 
 
Jan. 2014 
 
 
 
Nov. 2013 
 
 
 
 
 
Oct. 2013 
 
 
Jan. 2014 
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Recommendation 
Concurrence and Proposed Strategies 

for Implementation 
Status of 

Strategies 

Proposed 
Implementation 

Date 
2. The HRD Director 

should establish a 
senior management 
team, including but not 
limited to, 
representatives from 
the City Manager’s 
Office, the Law 
Department, and HRD 
management to ensure 
that the CBI program 
effectively safeguards 
the public, job 
applicants, City 
employees, City assets, 
and the City’s 
reputation.  This team 
should address City 
policy to define which 
employees are subject 
to CBIs and how often 
employees should be 
reviewed. 

 

Concur Planned 1
st

 meeting Oct. 31, 
2013 

3. The HRD Director 
should establish and 
lead a team, including 
but not limited to, 
representatives from 
HRD management, the 
Law Department, and 
the employee’s 
department to review 
exceptions in CBI 
results and determine 
eligibility for hire or 
continued employment 
in the CBI-sensitive 
area.  

 

Concur 
 
HRD has clearly defined criteria when 
criminal history is related to a job that 
has been reviewed by the Law 
Department.  HRD will confer with the 
Law Department in instances when facts 
related to the hiring decision incorporate 
factors other than the current guidelines 
to assess the legal risks.  

 
 
Planned 

 
 
Oct. 2013 

 


